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[bookmark: _Toc462478989]Abstract of the contribution: This contribution proposes to use DNS as a solution for Edge Application Server Discovery for Distributed Anchor.
1	Introduction
This contribution proposes a solution for Edge Application Server (EAS) Selection for the scenario where connectivity model is Distributed Anchor.
2	Proposal
This pCR proposes a solution for Key Issue #1: Discovery of Edge Application Server in TR 23.748. The UE is Edge Computing Service agnostic.
The proposed solution supports the Distributed Anchor connectivity model and it is aligned to and complements solution 3 that covers “Session Breakout” connectivity model with dynamic insertion of the Local PSA. 
This solution proposes using DNS for Application Server discovery. It leverages that there is a DNS Stub Resolver in the 3GPP Mobile Terminal OS that originates DNS queries to obtain an AS address from the Application FQDN. This solution works with encrypted DNS protocol. This solution works for both, distribution of the DNSs to pair the distribution of the PSAs, or central DNS with RFC 7871 support. In both scenarios, the DNS response can be tuned to return an Application Server that is closest to the PSA. This solution works independently on whether the DNS Resolver is provided by the MNO Network or is a 3p DNS.

How this solution work at edge relocation due to mobility scenarios is described in solution X for KI#2.

*********** Start Changes ***********
[bookmark: _Toc500949097][bookmark: _Toc23255036][bookmark: _Toc26346408][bookmark: _Toc26346621]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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*********** Next Change (all new) ***********
6.X	Solution #Y: DNS for Distributed Anchor
[bookmark: _Toc19026900][bookmark: _Toc19034311][bookmark: _Toc19036501][bookmark: _Toc19037499][bookmark: _Toc19048012]6.x.1	Solution description 
The solution addresses Key Issue #1: Discovery of Edge Application Server. The UE is Edge Computing Service agnostic.
The proposed solution supports the Distributed Anchor connectivity model, and complements solution 3 that covers “Session Breakout” connectivity model with dynamic insertion of the Local PSA
With Edge Computing, Applications Servers can be distributed and be deployed at the edge of the cellular networks. In this scenario, the Edge Application Server that is topologically closest to the UE should be selected. The Edge Application server that is closest to the PDU session PSA in IP distance is the one closest to the UE.
This solution is based on the following:
· 3GPP Mobile Terminals have a DNS Stub Resolver in their OS that originates DNS queries as required by the Applications in the UE to obtain an AS address from the Application FQDN. The DNS client can also be in the Application client or the Browser (e.g. a DoH client).
· The Mobile Network can propose to which DNS server (aka DNS Resolver) the UE DNS client should send the DNS queries of the applications on that PDU session to. At PDU session establishment, the Mobile Network can provide the address of a DNS server that is close to the PSA. 
· The DNS Queries that are sent over that PDU session are addressed to the proposed DNS Resolver but might also be sent to another DNS Resolver depending on the UE Application client, Browser and/or OS configuration.
· DNS responses can be tuned to the address of the DNS resolver. By placing the DNS near the PSA, the DNS request can be solved to an Application server which is close to that PSA (assumption is that iterative mode is used for resolution from DNS Resolver as recommended by IETF).
As an alternative, if the Operator DNSs are no distributed to match the PSAs, the Mobile Network can steer the UE to send the DNS queries to a central DNS. lie. The query is then forwarded for resolution and the DNS can tune the response and select and Application Server which is close to that PSA. 
This description includes procedures for the two DNS deployment examples of the Figure below. In both examples, the DNS Resolver needs to be placed after the NAT. They are for the scenario of an MNO DNS.  

[image: ]
Figure 6.x.1-1: Alternative Deployments of Operator DNS	
[bookmark: _Toc26773893][bookmark: _Toc26346623][bookmark: _Toc26346410][bookmark: _Toc23255038]6.X.2	Procedures
6:X.2.1 High Level Procedure using DNS Distribution
Figure 6.x.2.2-1 below shows an example sequence for this solution that includes the following steps: 
When the UE sets up a PDU session, 5G Core existing mechanisms are used to provide the UE with a local DNS that is close to the PSA.

[image: ]
Figure 6.x.2.2-1: High-level sequence diagram of EAS discovery with Distributed anchor and central DNS	
1. Once the PDU Session has been established, an application may want to setup a connection to an edge Application Server. Typically, the Application Server is known by a domain name, and so that needs to be translated into an IP address. UE sends a DNS Query with the Application FQDN. In this sequence, that query is sent to the Local DNS provided at Session Establishment and forwarded as needed for resolution to the DNS hierarchy.
2. DNS can tune the response to the address of the DNS requester. Since the query was sent to a DNS near the PSA, the DNS request can be solved to an Application server which is close to that PSA.
3. The DNS response is sent back to the MNO DNS and from there to the UE.
4. The application traffic starts towards the IP Address received. 

The solution sequence is the same if UE Application client, Browser or OS are configured to use another DNS Resolver than the one proposed at session establishment. By using an Anycast IP, the request can be routed to the DNS instance that is closest to the PSA. The DNS may be configured to apply ECS Option anyway (see clause 6.X.2.2.).
6.X.2.2 High Level procedure using ECS Option
Figure 6.x.2.2-2 below shows an example sequence for this solution that includes the following steps: 
When the UE sets up a PDU session, 5G Core existing mechanisms are used to provide the UE with the address of the MNO DNS.
[image: ]
Figure 6.x.2.2-2: High-level sequence diagram of EAS discovery with Distributed anchor and central DNS	
1. Once the PDU Session has been established, an application may want to setup a connection to an edge Application Server. Typically, the Application Server is known by a domain name, and so that needs to be translated into an IP address. UE sends a DNS Query with the Application FQDN. In this sequence, that query is sent to the DNS provided at Session Establishment.
2. The MNO DNS adds an ECS corresponding to the user IP address (if the ECS had been provided by the stub resolver in the UE, that is overwritten (UE ECS may refer to a private address for example).
3. The DNS request is forwarded to the DNS Hierarchy for resolution.
4. The ECS option in the DNS Query can be used by DNS to tailor the DNS response. When that is done, and if the Application Server has considered the received ECS, ECS is sent also in the response according to RFC 7871.
5. The DNS response is sent back to the MNO DNS and from there to the UE.
6. [bookmark: _Ref26000838]The application traffic starts towards the Application Server IP Address received. 

[bookmark: _Toc26773894][bookmark: _Toc26346624][bookmark: _Toc26346411][bookmark: _Toc23255039][bookmark: _Toc19026902][bookmark: _Toc19034313][bookmark: _Toc19036503][bookmark: _Toc19037501][bookmark: _Toc19048014]The solution sequence is the same if Application client, Browser or OS are configured to use another DNS Resolver than the one proposed at session establishment. That DNS Resolver adds an ECS corresponding to the user IP address.
6.X.3	Impacts on Existing Nodes and Functionality
[bookmark: _GoBack]For non-distributed DNS Deployments, the DNS needs to support RFC 7871.
*************** End Changes ***************
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